Abstract-Telemedicine is the use of telecommunications technology to provide medical information and services. It may be as simple as two health professionals discussing a case over the telephone, or as sophisticated as using satellite technology to broadcast a consultation between providers at facilities in two countries, using videoconferencing equipment. The first is used daily by most health professionals, and the latter is used by the military and some large medical centers. In the past, several telemedicine applications using wired communications were presented. The recent evolutions of wireless communications have enabled telemedicine systems to operate throughout the world, hence expanding telemedicine benefits, applications, and services. In telemedicine, typically scenarios is two doctors are involved with the patient: a local attending doctor and a remote tele-doctor who is engaged to do one or more of a variety of services ranging from tele-consultation, or performing a tele-surgery, as well as tele-diagnosis where a doctor tele-diagnoses a sickness. The telemedicine systems need to be very simple to operate, reliable and consistent links, use standard communication protocols, and efficient bandwidth. The current generation of the telemedicine systems uses the store-and-forward approach of telemedicine, where medical data are acquired and compiled and transmitted. A high quality video and audio is required at both the sides to enable the consulting doctor and patients to have face-to-face encounter with the expert doctor. In this paper we discuss a prototype wireless Internet Protocol (IP) based store and forward telemedicine system using the Very Small Aperture Terminal (VSAT) satellite communication and Wireless Local Area Network (WLAN).
I. INTRODUCTION
The advances in the growth of medical sciences, biomedical engineering, communications and information technologies have enabled the growth of telemedicine to provide effective, efficient and improved health care. Medical care generally relies on the face-to-face encounter between patients and doctors. In places where face-to-face encounters are not possible telemedicine links are relied upon to link patients to specialist doctors for consultation for obtaining opinion. The advantages of telemedicine is in providing improved health care to the underprivileged in inaccessible areas, reduce cost and improve quality of health care and more importantly reduce the isolation of specialists, nurses and allied health professionals. The term tele-medicine refers to the use of telecommunications and computer information technologies with medical expertise to facilitate remote health care delivery, medical services to remote areas or across great distances on the globe. It also covers any form of communication between health workers and patients through electronic equipment from remote locations. Telemedicine applications are either based on store and forward or two-way interactive television technology. The store and forward method is used for transferring medical data and digital images from one location to another. Medical data like ECG, heart rate, oxygen saturation, respiratory rate, blood pressure, etc., and images like CT, MRI, ultrasound, etc. Two-way interactive television (IATV) is used when there is a need for a 'face-to-face' consultation between the patient and specialist doctor in another location.
In telemedicine, a typical scenario is two doctors are involved with the patient: a local attending doctor and a remote tele-doctor who is engaged to do one or more of a variety of services ranging from tele-consultation, or performing a tele-surgery, as well as tele-diagnosis where a doctor tele-diagnoses a sickness. The concept of telemedicine is not new; an early instance of telemedicine took place in 1959, when a two-way video conferencing link was established using microwaves between University of Nebraska Medical School and a state mental hospital [1] . Until the late 1980's, the telemedicine systems were just video conferencing systems with the existing communication infrastructure and they could not provide additional functionality. But in the 1990's the rapid growth of the computer technology enables the telemedicine technology to grow into a more complex and feature-rich service.
The recent advances in telemedicine applications are propelled by two converging trends, which are the advances in Internet and telecommunications technologies and the increasing demand for access to high-quality medical care irrespective of location or geographical mobility. Wireless telemedicine is a new and evolving research area that exploits recent advances in wireless telecommunication networks. The conventional telemedicine systems using the public switched telephone network (PSTN) and Integrated Services Digital Network (ISDN) are available for doctors to deliver the medical care and education remotely. The introduction of wireless telemedicine systems will provide further flexibility, wider coverage and new applications for telemedicine [2] . The wireless telemedicine systems can provide better healthcare delivery, regardless of any geographical barriers, time and mobility constraints [3] .
In this paper we discuss a prototype IP based store and forward wireless telemedicine system, which uses the VSAT and Wireless LAN communication modalities used for transmission of physiological data and medical images with video conferencing.
The remainder of this paper is organized as follows: Section II describes the related work already carried out. Section III describes the materials and methods for the software and hardware infrastructure. Section IV describes the results. Section V provides the discussion. Finally, Section VI concludes the paper, and describes the future work.
II. RELATED WORK
A number of telemedicine systems have been developed based on the wired and wireless technologies. An IP based telemedicine system for transmission of physiological data and medical images is discussed [4] . A computer based tele-dermatology system with image acquisition, data compression and transmission is discussed [5] . An integrated store and forward as well as real-time telemedicine application intended for rural population of India is discussed [6] . A web based telemedicine system for transferring medical data from home biosensor instruments to doctors using the internet [7] . A store and forward method of telemedicine for the dermatology applications for diagnosis in rural areas is discussed [8] .
The U.S. military is developing innovative applications for advanced sensors and smart materials. All soldiers will wear the Personnel Status Monitor (PSM), a miniaturized device resembling a wristwatch, as part of the combat uniform. It combines advanced environmental sensors and non-intrusive physiologic sensors with a CPU, geo-positioning receiver. The PSM will monitor the soldier's vital signs (pulse rate, temperature, respiration and blood pressure) continuously. The PSM remains passive until queried, when it replies with the soldier's geographic location and vital signs. However, if the soldier's vital signs depart significantly from established norms, the PSM would transmit location and vital signs until shut down by a medic [9] [10] . There has been a considerable progress in the patient monitoring using wearable devices [11] [12] with wireless transmission of the acquired data to a nearby remote monitoring station. A wearable physiological monitoring system which can monitor physiological parameters such as Electrocardiogram (ECG), Photoplethysmogram (PPG), heart rate, blood pressure, Galvanic Skin Response (GSR) are transmitted wireless to a remote monitoring station [13] .
IP based networks are increasingly being used for telemedicine applications being very cheap and new applications and functionalities it may render [14] . An Internet Protocol (IP) based real-time transmission of medical ultrasound images based on client-server architecture is discussed [15] . The requirements of patient monitoring and infrastructure-oriented wireless LANs (IEEE 802.11), used for patient monitoring in diverse environments is discussed [16] . It is possible to have an integrated remote health monitoring of patients using a wireless LAN infrastructure having a number of access points. The WLAN IEEE 802.11g supports a data rate of 54 Mbps, where medical data transmission and video conferencing can be carried out simultaneously. The information on vital signs of a patient can be transmitted to base stations and will be picked up by healthcare professional on his/her remote monitoring station. The WLAN infrastructure needs to satisfy the patient monitoring systems requirements, spectrum availability, error handling and high bandwidth [17] . The satellite communication systems provide a variety of data transfer rates and have the advantage of operating all over the world. The Very Small Aperture Terminal (VSAT) satellite communication systems provide a wide variety of data rates with small sizes of antenna, these systems are portable and in a very short time they can be installed and setup for data communication. The VSAT communication systems are IP based where the medical data transmission and video conferencing can be carried out simultaneously by assigning a static IP address between the transmitting and receiving systems. The greatest advantage of the satellite communication technology is the dedicated availability of bandwidth and is also secure compared to the other communication technologies [18] . Considering the above facts, a store and forward telemedicine system, working on a IP based wireless networks to transmit vital physiological parameters and medical images along with video conferencing is developed. The communication modalities attempted are the VSAT and Wireless LAN.
III. MATERIALS AND METHODS
A prototype wireless telemedicine system using an IP based interface has been developed to work using the VSAT and WLAN communication infrastructure. The medical data such as 12-lead ECG signal for a 10 second recording, heart rate, systolic and diastolic blood pressure, respiratory rate, body temperature and oxygen saturation in blood data's are packetized and transmitted. Medical images in standard image formats such as JPG, BMP, TIFF, DICOM, etc are transmitted using the File Transfer Protocol (FTP) to the monitoring station. The Logitech web camera and headset consisting of speakers and microphone are interfaced to Microsoft Windows NetMeeting TM software to enable video conferencing.
A. IP Based Network Architecture
The IP has evolved as the de-facto communication standard to integrate telecommunication on different media via different technologies. This includes wireless access networks like wireless LAN/MAN, wired Ethernet networks, fiber optic networks, satellite communication networks. Also the, IP offers end-to-end connectivity over a heterogeneous network infrastructure. The Internet Protocol is a data-oriented protocol used for communicating data across a packet-switched network. IP is a network layer protocol in the internet protocol suite and is encapsulated in a data link layer protocol. An IP address is a unique address that certain electronic devices use in order to identify and communicate with each other on a computer network. The IP version 4 uses 32-bit address, which limits the number of possible unique address. The IP version 6 is the new standard protocol which uses 128 bits, and is capable of addressing large number of devices. Data transmission is done using the Transmission Control Protocol / Internet Protocol (TCP/IP) network protocol. TCP/IP is a connection oriented and reliable data transmission protocol. Data transmission using the TCP/IP protocol is efficient using a high bandwidth networks with low error rate. In order to transmit a buffer of n bytes through TCP/IP a header of about 55 bytes is added, this will add a great amount of data especially in cases that we transmit small buffers (e.g. when transmitting a buffer of 10 bytes the network protocol will increase this buffer to 65 bytes). In situations where the buffer size is larger than the maximum data transfer permitted by TCP/IP, the buffer is fragmented into smaller packets in the transmission side and at the receiving end the small packets are assembled to a single packet [19] .
B. Store-and-Forward Telemedicine
The store and forward method is the most efficient way of doing telemedicine than video conferencing. The store and forward system is simpler, cheaper, and does not require synchronous communication between the two stations. Because of the asynchronous transmission of data the delays of the network are less important and thus lower bandwidth network can be used for transmission of large data. Furthermore, the consultation procedure is also quite easy because of the fact that both the sides can interact with the system independently.
C. VSAT Fig. 1 illustrates the VSAT communication hardware interface. The basic structure of a VSAT network consists of a hub station which provides a broadcast facility to all the VSATs in the network and the VSATs themselves which access the satellite in some form of multiple-access mode. The hub station is operated by the service provider, and it may be shared among a number of users, but of course, each user organization has exclusive access to its own VSAT network. Time Division Multiplex (TDM) is the normal downlink mode of transmission from hub to the VSATs, and the transmission can be broadcast for reception by all the VSATs in a network, or address coding can be used to direct messages to selected VSATs [18] . The VSAT communication system works in the CBand and uses the GSAT satellite for the communication.
The hardware setup has outdoor and indoor units. The 
D. Wireless LAN
The wireless LAN works in the frequency of 2.4 GHz, ISM band and uses the Orthogonal Frequency Division Multiplexing (OFDM) using the IEEE 802.11g standards. OFDM works by splitting the radio signals into multiple smaller sub-signals that are then transmitted simultaneously at different frequencies to the receiver. OFDM reduces the amount of cross talk (interference) in signal transmissions. The WLAN supports a maximum data rate of 54 Mbps. The typical outdoor data range is 200-400 meters. The WLAN works with an extended range with a set of access points, where the clients connect and form a distributed network. The clients can be mobile and maintain their connectivity when they are mobile in the network. Fig. 2 illustrates the architecture of the wireless LAN communication infrastructure with number of access points used for telemedicine. Table 1 illustrates various versions of wireless LAN and their capabilities.
E. Software Architecture
The software architecture is based on the ClientServer, which is developed using Microsoft Visual C++ 6.0. The network programming is by windows sockets programming (WinSock 2.0) [20] . The server contains the medical data and images to be transmitted to the receiver called the client. The data transmission is based on the store-and-forward method, where the information is stored in a specific format and sent to a consulting provider for a diagnosis, interpretation, confirmatory opinion, second opinion, or for any reason that the input of the consulting provider is requested. The physiologic data and the medical images to be transmitted are stored in the server.
The server system contains the medical data and images to be transmitted to the client system. The server and the client are capable of transmitting and receiving data as long as they are assigned legal IP address in a real network. The server contain the medical data such as 12-leads of ECG signals, heart rate, systolic and diastolic blood pressure, body temperature, respiratory rate, oxygen saturation in blood along with the patient details. The medical images, which are to be transmitted, are also stored in the server in formats of JPG, BMP, TIFF, DICOM and other standard file formats. The server is initialized and it then waits for a client to be connected to it. The client is initialized and selects the IP address of the server and the connection is established through the VSAT or wireless LAN communication link. The server acknowledges the client and the stored medical data of the patient are transferred to the client. The data from the server to the client is transferred in the form of packets by using the connection oriented and reliable Transmission Control Protocol (TCP) with acknowledgment for every packets of data sent. The TCP/IP protocol uses the sliding window protocol [20] . Data transmission using the TCP/IP protocol is efficient when using networks, which have high bandwidth and low error rate. The various modules in the application software are shown in Fig. 3 . The server consists of six modules comprising, patient registration, client authentication, physiological data of patients, medical images, data transmission and video conferencing. The patient registration module consist of patient details such as name, age, sex, height, weight, hospital name, doctors name and case history. The physiological data module contains the vital parameters acquired from the patients. The medical images module comprises the medical images acquired from patients.. The data transmission module establishes the connectivity with clients and authenticates them with the valid user name and password, maintains the connectivity throughout the data transmission period and drops the connection after the data transmission. The packet format used for the transmission of medical data using the store and forward data transmission is shown in Table - media video conferencing between the doctor and the patient. In the client system, the various software modules are establish connection to server, receive and display medical data and video conferencing. The connectivity is established with the server with a valid user name and password, after authentication, the medical data of the patient is received and displayed as per the standard format.
F. Video Conferencing
The video conferencing is achieved by Microsoft NetMeeting TM which is a Voice over Internet Protocol (VoIP) and multi-point videoconferencing client. It uses the H.323 protocol [22] for video and audio conferencing. It also uses a slightly modified version of the ITU T.e120 Protocol for whiteboarding, application sharing, desktop sharing, remote desktop sharing (RDS) and file transfers. The image transmission from the server to the client is achieved by using the file transfer option available with the Microsoft NetMeeting TM application, which uses the ITU T. 127 protocol.
G. Telemedicine Standards
Telemedicine standards and guidelines enable interoperability and interconnection of medical equipments. The standards also define the guidelines for scheduling procedures, consultation procedures, data transmission specifications, image and video quality required for correct diagnosis of disease. The medical images JPEG, GIFF and TIFF and for moving images the MPEG and MPEG2 are accepted formats. To exchange the medical data between systems the recommended standards are DICOM and HL7. HL7 stands for Health Level Seven, is an ANSI standard for interchange of clinical messages. HL7 defines the application data to be exchanged, the timing of the exchanges and application specific errors. HL7 send or receive patient admission or registration, discharge or transfer data, queries, orders, results, clinical observations, billing and master file update information. DICOM (Digital Imaging and Communications in Medicine) is an industry standard from the National Electrical Manufacturers Association (NEMA), facilitating the exchange and processing of medical images in digital form. Medical image acquisition devices like CT, MRI, ultrasound, digital xray, mammography, image archives, hardcopy devices and diagnostic imaging workstations from different vendors can be connected into a common information infrastructure and integrated with other information systems (e.g. PACS, HIS/RIS). For transmission of data the protocol recommended is TCP/IP which is a reliable, connection oriented with error detection and correction capability.
III. RESULTS
Implementation of an IP based store and forward wireless telemedicine system for VSAT and wireless LAN has been demonstrated to transmit data such as ten seconds of stored 12-lead ECG signals, heart rate, systolic and diastolic blood pressure, body temperature, respiratory rate and oxygen saturation in blood. The system has been demonstrated for the store and forward medical data transmission of physiological data and medical images over the wireless IP based VSAT and WLAN. The data transmission has been performed with about 15 sets of data transmitted for approximately for 2 hours and the following were observed. To establish the connection between the server and client it was about 2 seconds in case of VSAT and less than a second for Wireless LAN. To transmit the medical data in the first attempt the success was 95% and 5% was transmitted in the second attempt. About 25 medical images were transmitted, the success in the first attempt was 97% and the rest 3% was successful in the second attempt. Figure 4 . Screen shot of the telemedicine software, received data of ECG, heart rate, blood pressure, oxygen saturation in blood and respiratory rate data displayed on the screen Figure 5 . Display of the medical image received and displayed using the telemedicine software (a) chest x-ray image and (b) ultrasound image of kidney.
(a)
The video conferencing with the Microsoft NetMeeting TM has been tested over the networks. All the functionality of the system has been tested. Fig. 4 illustrates the screen shot of the telemedicine software after the physiological data of 12-leads of ECG signals, heart rate, blood pressure, body temperature, respiratory rate, oxygen saturation in blood are received and displayed at the client system. The ECG signals are displayed 5 leads in single screen and the remaining leads can be selected and viewed by the user when desired.
Using the file transfer protocol supported by the Microsoft Netmeeting TM , the medical images were transmitted and received. Medical images of various types like x-rays, ultrasound, ultrasound in JPEG formats were transmitted. Fig. 5 illustrates the medical images that were transmitted and received 5(a) x-ray image and 5(b) ultrasound image and displayed by the client system. Fig. 6 illustrates the videoconferencing session between the transmitting and receiving system using the Microsoft NetMeeting TM software. The telemedicine software runs on Microsoft Windows platforms. Table III illustrates the transmission times taken for the transmission of physiological data and medical images over wireless LAN and VSAT communication systems.
For the simultaneous transmission of data and videoconferencing to take place, the VSAT indoor unit was programmed to enable data transmission at 384kbps and the transmitter power for the outdoor unit is set at 5W. The data transmission between the client and server with the VSAT link was established with a single hop, and the delay between the client and server in data and video and audio transmission and reception was very low.
V. DISCUSSION
There is a significant growth in the development of using wireless technologies for patient monitoring in hospitals and nursing homes. In this paper, we discuss a prototype IP based store and forward wireless telemedicine system using the VSAT and WLAN. This paper attempted to give a snapshot of the ongoing and emerging applications of wireless information technology applications in health systems. More efforts are needed in the areas of interoperability, standards, security and legal issues [23] at both the national and international levels will facilitate the wider application of healthcare to the citizens.
There are many major issues related to patient monitoring using infrastructure-oriented wireless LANs, which includes the coverage area, signal reception, throughput and bit rates, interference, protocol and reliability of patient data. The access points used in the wireless LAN using the 802.11g protocol has a limited coverage of 100m. The limitations are due to the mobility, obstacles, frequency used. The signal strength can be weakened by 30-90% as it passes through doors, walls, windows, humans, trees, etc depending on the properties of materials. The reliability in the data that can be transmitted between the patients and doctors using the wireless LAN can be achieved by increasing the number of access points [16] .
The telemedicine systems need to be based on the open system architecture, where any devices will be capable of getting integrated to the telemedicine system and will easily communicate the data between the systems. Telemedicine is rapidly emerging, as a solution to healthcare needs of rural people in developing countries who can't afford high medical and travel costs. The wireless telemedicine system will have greatest advantage in rural areas, as it is easy to establish at the shortest time. For telemedicine to emerge as a viable alternative modality for delivering medical care and expertise there are few preconditions to be met. The adaptation of information technology tools by hospitals especially in terms of networking and hospital management systems, increasing awareness on IT among medical professionals. The cost of telemedicine system has to be cheaper to make it more financially viable. The standardization of various communication protocols (TCP/IP), medical standards (DICOM and HL7), interface formats and also the acceptance of these by the relevant manufacturers and vendors.
Security is a fundamental requirement for telemedicine applications. Security strategies, designed to protect the privacy, authenticate, authorize, and maintain integrity. These are necessary to protect against the threats of eavesdropping, manipulation, impersonation and unauthorized access to health care information of individuals. The security measures that must be built-in telemedicine systems are access rights to individuals The key aspects of the wireless IP telemedicine systems are the data transmission speed can reach 2Mbits/s for interactive multimedia communication. Also digital data is free from signal decay depending on transmission distance. The IP-based wireless connectivity is more easily established and also it allows for data transmission to multiple stations. The network size and functions can be expanded with flexibility. The biggest advantage is that the IP based networks are easy to operate, maintain and are resistant against disasters [16] . The current evolution of the next generation mobile communication technologies will have a crucial impact on the movement of telemedicine technology from the conventional desktop configuration to the wireless and mobile area. In this paper, we have proposed and tested a prototype wireless IP based store and forward telemedicine system using the wireless LAN and VSAT communication modality. This system can be used with any other communication medium with an IP based interface.
Telemedicine will become an integral and normal part of the day-to-day delivery of medicine and healthcare within next few years. Therefore, everyone involved in the planning and delivery of health care need to know the risks that are involved, the legislation, regulations and professional guidance to which they must conform, their individual and institutional responsibilities and of course their own rights.
Specific ethical problems are likely to come up in the practice of telemedicine which includes lack of doctor patient contact leading to erroneous decision because of inadequate data and lack of comforting role (Placebo) of physician's presence. Confidentiality and privacy of patient data with use of data for research without informed consent is another problem. Patient confidentiality is an issue that is of vital importance to the doctor-patient relationship. In everyday practice of medicine, physicians have by law to keep confidential the information disclosed by their patients. If patients are consulting physicians over the internet, if physicians are writing e-mails regarding a patient's current diagnosis, and consulting with another physician in another state all via computer, then the question arises, how will they be able to keep this information private and confidential.
Liability and malpractice is another issue that physicians have to face whether they practice in a hospital or by telemedicine. No physician wants to be liable for something that they potentially did or did not do to a patient. Telemedicine creates incipient problems of misdiagnosis. The technology is available to make a diagnosis, but in some aspects, the circumstances may not be conducive to arriving at the correct diagnosis. Very often, physicians are confronted with patients with subtle symptoms, increasing the chances of misdiagnosis of a condition through telemedicine. Communicating via a computer is very impersonal and can create problems of distance between the patient and the physician. Telemedicine thus could create a vacuum in the physician-patient relationship. This lack of a bond between the doctor and the patient could lead to an increase in law suits.
VI. CONCLUSION
In this paper a store and forward telemedicine system based on the wireless IP networks for medical data transmission over the VSAT and wireless LAN has been presented. Nevertheless, more studies about security issues need to be carried out, since they are a critical part of the telemedicine system. The encryption of the medical data before transmission is to be implemented. Also the future implementation can be carried out over the internet and mobile communication networks.
In conclusion, telemedicine and tele-health have the potential to transform the world of healthcare just as internet has transformed the world of commerce. Telemedicine is rapidly emerging as a solution to health care needs of rural people in developing countries who can't afford medical and travel costs. Tomorrows individuals will turn on the tele-health products in their homes to link with a healthcare provider, obtain medical data and images and manage their health program.
